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ABSTRACT

The present conformity assessment program was developed within the framework of the BMFTR-funded
project “KI in der Pflege — Sturz, Delir, Medikation (KIP-SDM)” (Al in Nursing — Falls, Delirium,
Medication). The primary aim of the project was to improve the quality of predicting fall events during
treatment by using routinely collected patient or treatment data, and, in connection with this, to reduce the
risk of fall events. The project examined how extensive clinical and nursing data sets can be used to train
prediction models while at the same time protecting the interests and fundamental rights of patients and
persons in need of care.

Based on the findings of the project, this conformity assessment program was designed and developed. It
serves as a preliminary stage for a data protection certificate pursuant to Article 42 GDPR and ensures the
GDPR-compliant and thus legally safe application of the project results in nursing practice.

The program covers the processing of personal data from healthcare and nursing institutions for the
purpose of training prediction models, as well as the use of the trained models for the prediction and
classification of risks and risk factors in a professional healthcare and nursing context. The program requires
that the data be sufhciently anonymized and, where appropriate, synthetically generated before the models
are trained. In addition, the program specifies the necessary protective measures, as well as the type and
form of the evidence to be provided and the methods for verifying such evidence.

KEYWORDS

Al in Care, Prediction systems, Clinical decision support systems, Health data, Data protection, GDPR,
Conformity assessment program, Certification program

CITATION

Pohle, J., Heinemann, N., Grafenstein, M. v., & Rupp, V. (2026). Certification program for processing
personal data in the context of prediction systems in health care. HIIG Discussion Paper Series 2026-02.

53 pages. h;;];ps;[[dgi,grgz 0.5281/zenodo.18442186.

LICENCE

This work is distributed under the terms of the Creative Commons Attribution 4.0 Licence (International)
which permits unrestricted use, distribution, and reproduction in any medium, provided the original work

is properly cited (https:/creativecommons.org/licenses/by/4.0/). Copyright remains with the authors.

HIIG DISCUSSION PAPER SERIES - 2026-02 1


https://doi.org/10.5281/zenodo.18442186
https://creativecommons.org/licenses/by/4.0/

CERTIFICATION PROGRAM FOR PROCESSING PERSONAL DATA IN THE CONTEXT OF PREDICTION SYSTEMS IN HEALTH CARE

AUTHOR INFO / AFFILIATION / FUNDING
Dr. J6rg Pohle, Alexander von Humboldt Institute for Internet and Society, Berlin.
Nils Heinemann, Alexander von Humboldt Institute for Internet and Society, Berlin.

Prof. Dr. Max von Grafenstein, LL.M., Alexander von Humboldt Institute for Internet and Society, Berlin;
Law & Innovation Technology GmbH, Berlin.

Valentin Rupp, Law & Innovation Technology GmbH, Berlin.

The project was funded by the German Federal Ministry of Research, Technology and Space (BMFTR)
under grant no. 16SV8858.

VERSION HISTORY

Version number | Date of completion Adapted by
0.9 7 February 2025 Nils Heinemann, Jérg Pohle
1.0 13 August 2025 Valentin Rupp, Max von Grafenstein, Jérg Pohle

HIIG DISCUSSION PAPER SERIES - 2026-02



CERTIFICATION PROGRAM FOR PROCESSING PERSONAL DATA IN THE CONTEXT OF PREDICTION SYSTEMS IN HEALTH CARE

CONTENT OVERVIEW

L SCOPE....coiiiiiitttttttitttiiiiiiiisiiiiiiiittetetettteeteeessssssssssssssssssisssssssssssstsssestttttesssssssssssssssssssssssssses 7
1. SCheme aPPIICANE (SA) .. cuuvuerurucunernrireereaseraerutisese s ssseasesse e s seeeesease s sase st ssses s ssesasese e sanene 7
2. Target of EValUation (TOE).....ccueeuueueruermermeusesuessesseessesssessessssasesssesssesssssesssessssssesssesssessesssssessens 7
3. TEITILOTIAl SCOPE...vuirrirmiurirrererrereereteeeee et ea e e nanaenas 11

II. CRITERIA CATALOGUE......cccttttiiirrmmmmmmnnnnnnnniiiiiiiiiisiiiiiiiiiteeeeittttmmesssssssssssssssssssssssssssssssses 11
1. Data protection Officer (DPO).......vvuueumerueemeemeieeiseesesseessesisesssessstssesssesssesssessesssesssesssessesssesssessssssecsneses 13
2. Documentation (esp. Art. 30 and 35 GDPR).......ocuueuururuerincrienmerienineriessessesssessessssssessessessessessens 17
3. Definition of roles and responsibilities (controllers and processors).........e.eeeeeeeeeeeeemeersersrersneesecenens 19
4. Purpose specification and limitation with respect to its processing Operation...........c.eeeeeeeverurereneenns 26
5. Mandatory data protection impact aSSESSIMENL.........cuuruuruieimimersisisisesssisssssssssssssssassssssssssssssasens 30
6. Legal basis according to the GDPR..........cccouiiiiiiiiiiiiiicii s sesssssssans 33
7. TTANSPATEIICY c.vtiteteteteiiiitte ettt ettt ettt e b bbb b e b e bbbt bbb s as sttt bbbt enes 36
8. Data SUDJECt TIGRES ..o 39
9. Data MINIMISATION. cuciuirtiiiiiniitiitinieiei ettt b bbb s s bbb s b e b et s s e s s b s b et e s b en s sbssbesbin 42
10. StOrage HIMILAtION. . ..cuucueieieciciciciii ittt es 44
11. Third COUNEIY tranSfer. ....iuiiiieciriciicci s 46
12, Data BreaCh ..ttt 47
13, TT SECUTILY ettt ittt ettt b bbb bbb e bbb bbb bbb bbb s st bee 50
14. Data protection by desi@h........cccviiiiiiiiiiiiiciciiciiese s nas 52

HIIG DISCUSSION PAPER SERIES - 2026-02 3



CERTIFICATION PROGRAM FOR PROCESSING PERSONAL DATA IN THE CONTEXT OF PREDICTION SYSTEMS IN HEALTH CARE

TABLE OF CONTENTS
] T 5 S 7
1. SCheme aPPIICANE (SA) .. cuuvuerurucunernrireereaseraerutisese s ssseasesse e s seeeesease s sase st ssses s ssesasese e sanene 7
2. Target of EValUation (TOE).....ccueeuueueruermermeusesuessesseessesssessessssasesssesssesssssesssessssssesssesssessesssssessens 7
2.1 Purposes and processing OPErations...........uuuieirimeisisisisssssssssssssssssssssssssssssssssssssssssssas 7
2.1.1 Purpose 1: Tralling.....cccouereiiriniereietiiiieteteiieterese ettt s ettt es et s bt sssnnen 7
2.1.1.1 Data SUDJECES...u.ceuieriinieieieii it 7
2.1 1.2 RISKS. vttt bbbttt 7
2.1.1.3 BENEALS.cuvvuiureeieicireeieeeieteeseseeesseseasse st ess et s sttt ae s sn st e et s nanaesesnaees 8
2.1.2 PUIPOSE 2: USAZE...cuveveriteriniiiretititinitesetetesetet sttt bbb bbb bbb n bt ns 8
2.1.2.1 DAata SUDJECES...u.vuuieriinieieiici ittt 9
2.1.2.2 RISKS.vuvueueererereresseisiesesetetesesessssssssssssssssssssssssssssesesesesesesesessssssssssssssssssesasesesesesesesessssssnes 9
2.1.2.3 BENEALS.cuveviueeeieiierieteeeeesaseeietssstssssse sttt s st et e st et s st snanaesenas 10
2.2 INO data [rANSTET . ..cvucereeieieicictrei ettt et 10
2.3 No automated decision MaKing........c.ccucuiiuiiiininiiiiiiise s saes 10
2.4 Higher requirements fOr SOME CIILETIAu...uuuvuurueruermreierersersenarstasessenssssesessssesasssessesssssessessessens 11
3. TEITILOTIAl SCOPE..cvurrirmiirernreieerrernetreteeee et ea e et naensnas 11
II. CRITERIA CATALOGUE.....cuuuuiiiiiiiitiiiiiiitteiiiititnteecesteetneesessteesssesssssseessssssssssesssssssssssssssses 11
1. Data protection Officer (DPO).......vuueuuerueemeemeeireeireesesseessesise s ssstssesssesssesssessesssesssessssssessesssesssessessneses 13
1.1 Formal designation of a DPO (and if applicable, a representative)..........c.eeeeeeeereemeeueruererennens 13
1.2 Attributes Of the DPO....uiueiiieieiieieiiseieieee ettt s s s sssssssasssssssssssssesssnsns 13
1.3 INAEPENAENCE...uiuiiiiiiiiiiiiici s 13
1.4 Tasks Of the DPO....ueuiuiueiieeeirieeieiieeieiee ettt ettt sttt sssssesesss st sssssssesesssnssssnns 14
1.5 SUPPOTt Of the DPO....ccuuiiiieiiiieieiiiieie it sse st ssssssessesaens 14
1.6 Data protection by design........cccuciiuiiiiiiniiiiciici s 14
1.7 TTaNSPATEIICY c.veueurrereretetisiteteteteieset sttt bbb bbbt bbb bbb bbb b b an s s ebebeteasanes 15
1.8 DOCUMENEAtION. ..tiuiiuiitiititiictic et b bbb bbb bbb bt n 15
1.9 MONIEOTING, cvviuirreretitiiteteteteet ettt bttt b bbb bbb bbb b b s as s b ebens 16
2. Documentation (esp. Art. 30 and 35 GDPR)....ccuururuncumcrmerireeneenerierineseeenseeesessessessessssaessesseessessessessens 17
2.1 Record Of PrOCESSING ACHIVILIES. .ucvuuverreriurieriiicieiseieieesessessssssse s ssesssesse s nsessessssssesssssessessenaens 17
2.2 Data protection by desighl.. ... 17
2.3 MONIEOTINEG 1etitiriterereretinititetetetietete ettt et s e bbb bt s bbbt as bbbt as s s s ebebebeasasnes 18
2.4 Data Protection Impact Assessment dOCUMENTAtION. .....cuucveeueeeermceersenserreseeensensessesessessesensensens 18
3. Definition of roles and responsibilities (controllers and processors).........c..eueeeerecrenereceersrersnernerenens 19
3.1 Specification of the SA’s own role as data CONErOller. ..o 19
3.2 Clarification of the role of all data TeCIPIENTS......c.euuvuieieriieieiireie e 19
3.3 Data protection by desighl......cccuciuiuiiiiciiiiiiciiii e 19
3.4 TTANSPATEIICY cueviuiiereretitiniteseteteet ettt b bbb bbb bbb s bbb s bt 19
3.5 DOCUMENEATION. ttitiriiaiiriitisiiiete ittt b bbb bt e s b s s b st e b e s e s s e b e sbe b ens 20
3.0 MONILOTING 1vivirirereretitiniiitetetetietet ettt s et b bbb bbb bbbt s s s ebebebeasasenes 20
3.7 Criteria concerning the use of PrOCESSOTS.......uuiuiiimiiniiciiiicisiii s 20
3.7.1 Valid processing agreements. ..........cueueuiueiciemiuiuimiasisisnesssssssssssssssesssssssssssssssssssesss 21
3.7.1.1 Valid written or electronic DPA (Art. 28 (9) GDPR).....cccevrurrerrrrrerrrreesrnsssssnsnnens 21
3.7.1.2 The DPA contains all generally required terms..........cceuvuveuncivinierinicicincnnenninnees 21
3.7.2 USE Of SUDPIOCESSOIS...vuivuiririuerereiaceeseaeaeae s sessessesese s ssess s s s s sesasesesssaessesssenes 23

HIIG DISCUSSION PAPER SERIES - 2026-02 4



CERTIFICATION PROGRAM FOR PROCESSING PERSONAL DATA IN THE CONTEXT OF PREDICTION SYSTEMS IN HEALTH CARE

3.7.2.1 Specific AULhOTISALION. c....cucvucieririiiiiicic s 24

3.7.2.2 General aUthOTISAtION. ....cveveveveeeierereteteeeeerereseseeees e sessesesesesesssesesesesssssesesesesensnes 24

3.8 Criteria concerning the use of jOInt CONLIOIETS........uiuivcieiuiiiiciciicc i 24
3.8.1 Valid Joint Controller Agreement (JCA)......ceuuuevurermermeeeruermnerseeeereessessessessesssessssseces 24

3.8.1.1 Valid written or electronic agreement........cuuuiucuieiuniuneieinicieieieseeseiesesaeenens 24

3.8.1.2 The JCA conclusively attributes responsibility (Art. 26 (1) GDPR)....ccvevueemcenece 24

3.8.2 Processes to assess the attribution of responsibility between joint controllers................... 25

4. Purpose specification and limitation with respect to its processing Operation............eeeeeeereerueeersenes 26
4.1 Proper purpose specification and limitation with respect to its processing operation................. 26
4.1.1 Proper purpose SPECIICAION. c.ucuueuereeruecuscrsrereeasessenaeesessessesssssessessessessssssssessesssessessensessncs 27

4.1.2 Proper purpose JIMItAtION ASSUTANCE....vvevereereieeetetereseeieteteresesesseeesesesesssssssesesesssssesessssnsasanes 27

4.2 Data Protection DY desihl.......cvuuiuiiriuiicieieiiiiieiece s saenas 28

4.3 TTANSPATENICY cteuiuiierereteiiiietetete ettt et b bbb bbb b bbbt as bt ne 28

4.4 D OCUIMEINEATIO N  ceuveeurerrverereeseeseesssesssesssesssesssesssessseesssessaesssesssesssesssesssessssesssesssesssesssessseessesssesssaesseens 28

4.5 MONIEOTINE . cteuiieteteteretiiietete ettt ettt ettt et bbbt b bbbt e bbb as b e b bebeananenes 29

5. Mandatory data protection impact asseSSIMENL.........cucuueueuiuremeeemsemsenemsessesssensensessessesssssessssessesessenes 30
5.1 Processes to assess isks and BENefits.......ceiivvveiriuiiieieeectceccee et se s 30
5.1.1 Risk asseSSMENt OrZaniSation.....c.cuueueereuiecumemeuerieieenseseneseesesessessessessessesessssessensessesssnes 30

5.1.2 Identification of risks to fundamental rights.........ccccueieiiviicicinincicnincceccces 30

5.2 Mandatory requirements specific to the DPIA........ccoueuererunineenereeineineiensenenessesensesssesessessenens 30

5.3 Data protection by desighl.......ccccvuuiuiiiiiiiiiciiiiiii e 31

5.4 TIANSPATEIICY cuviuiiiriretirisitetetetesc et bbb bbb bbb b e s bbb s bt 31

5.5 D O CUIMIENEALIO Nt e utreeereeeerteeetteeeteeesrteeeteesssaeesseessseessseesssseessseessssesssseeesssesessaesssssesssessssssesssesssssaesns 32

5.0 MONIEOTING. cvcvveveritetiietiieteiitetet ettt ettt ettt b e st b e b bbb s e be s et asebesssets 32

6. Legal basis according to the GDPRu......c.ccuiuiuiuiiiiiiiiiicieiiieie st sasssassssesassseses 33
6.2 Data Protection DY desihl. ..ot nas 33

6.3 TTANSPATENICY ucuiuiieiiteteiiiietetete ettt bbb e b bbb bbb bbb 34

0.4 DOCUIMENEATION. cuveeuverrvererersreereessesssesssesssesssesssessseesseessaesssesssesssesssesssessssesssesssesssesssesssesssesssessseesseens 34

6.5 MOMNIEOTING 1cteuiuieteretereiiintete ettt ettt bbb e b bbb bbb bbb bebeanasanes 35

7. TTANSPATEIICY oveviririiireretirisitetete ettt bbb b e bbbt b bR bbb e bR s b b ebessns s st beain 36
7.1 Information according to Art. 14 GDPRu.....ccucuuiuiicinieiinciciciicieieitessisessesssssssessssssssssenns 36

7.2 Information according to Art. 13 GDPRu....cuuceuruiucucreiiiineicniesisessesseneetasessessesssssessessessssssenns 36

7.3 Data protection by design (transparent information).........c.ecueuceeerueeeeuseresersemeessersensesseseens 37

74 D OCUIMIEINIEALTIO N et veeuverrverereesreeseessesssesssesssesssesssessseesssessaesssesssesssesssesssessssesssesssesssesssessseessesssesssaesseens 37

7.5 MOMNIEOTING . ctiuiuieieterereiiietete ettt ettt ettt et b bbb bbb bbb bebebeanananes 38

8. Data SUDJECE TIGRES...e.vuieiiiiiiieccc e 39
8.1 Facilitation of data subject Hghs.......cciuiiciuiiiiciciicc s 39

8.2 Right of access (Art. 15 GDPR).....uucuueumruerieeerermeieniseeseeseessesisesssessesssesssesssessesssessesssesssssessesens 39

8.3 Right to rectification (Art. 16 GDPR)......ccevuruerunieeeienirenieesesesessessessesssessesssssesssessessessessens 40

8.4 Right to erasure (“right to be forgotten”) (Art. 17 GDPR)...c.ccuuevuevueemeeurereneemersersrensressessecsenes 40

8.5 Right to restriction of processing (Art. 18 GDPR)......ccccuueuueuueueruereeneeeiesireneeesesssessensessesenes 40

8.6 Right to 0bject (Art. 21 GDPR)...ccuvuueerereraeirenireaieaseeisesssesssesseessesesesssesssessessesssessessesssessesssens 40

8.7 Right to withdraw consent (Art. 7 (3) GDPR)......cvucuueuueumreuerierienieesesisesesenssssesssessessessessens 41

9. Data MINIIMISATIO N . ceuverveestereereeereeraesrsesssessseesseessessseesssesseesssesssesssessseessessseesseesssesssesssessssssseessesssessseessaens 42
9.1 Processes to assess the data minimisation PrinCiple.......ceuiucicucieniineineicieiiseieiciseiseieieienanes 42

HIIG DISCUSSION PAPER SERIES - 2026-02 5



CERTIFICATION PROGRAM FOR PROCESSING PERSONAL DATA IN THE CONTEXT OF PREDICTION SYSTEMS IN HEALTH CARE

9.2 Data protection by desighl........ccvuiiiiiiiiiiiiiiiiiiiii e 42
9.3 DOCUMENTATION. ...cuitiuiiiiiiciiicicst et a s b b ne st enis 43
9.4 MONIEOTING . cteuiuiereterereiiietete ettt ettt et ettt b et b bbb b e b b ts s s b ebebebeananenes 43
10. StOTaZe [IMILAIOM. . cucvuvuieiiieieiececicece et ssesees 44
10.1 RELENHON PETIOU..cuuuivuiuiuieriiiiieiiiiiisie it sanes 44
10.2 Erasure of Personal data......c..cuecucuceeeeiineierieriniineieneeresessessensessssesse s sssessessessessssssessesssssessessens 44
10.3 Anonymisation of Personal data.........cccucuiuiiciciiniiniiciiie e 44
11. Third COUNEIY ranSfer. ... iuiucieieiecicieerieeieiesseneesesessesse s ssse s se e s saessss e ss s s s naesaesssessnas 46
NO third COUNEY trANSIET. ..o 46
12, Data Breach .ttt 47
12,1 CONLACE POINL.ururrririririniririietetetee ettt ettt b bbb b s s bbbt aete bt e s sene 47
12.2 Processes to assess data breaches (Art. 33 (1)(1) GDPR)....covrrrrerrerrrenrinsinsensesssssssessesssssssssnnns 47
12.3 Notification and transparent information of the national supervisory authority (Art. 33 (1)
GDPR) o eeeeeeseeessseesseeeseseesseseesee s sesseseesseessesesss s sess e eesssess st sess s sesessess e 47
12.4 Data Protection By DESIGN.......c.euiueeeiemneueriiiiiiicieneisesesesesessesesesesessse s ssessssssssssessenses 48
12.5 DOCUMENEALION. cuviutiuiiuiriiiiiisiisissesieiet sttt b bbb bbb bbb et e s e b s be b e b ebs s b b 48
12.6 Notification and transparent information of the data subject (Art. 34 (1) GDPR)......ccovevuevunee 48
13, IT SECUTIEY cvvrtttt ettt bbbt bbb s s s s seneees 50
13.1 Processes to assess the risks to fundamental rights of the data subject........ccccoeeuveucvvererreucnnecs 50
13.2 Data protection by design........cciuiiiiiiiiiiiiiiiiii s 50
13.3 DOCUMENEAION. c..utiiuiiiriiciesieics et s a et 50
13.4 MONIEOTING.curuiititetetiniieteteteteetete ettt bbb bbb bbb b b et b e bt tnas bbb bens 51
14. Data protection by desi@......cccucueucuiuieieicieieiiiriiieese e sese s ssesse s s ssessesaes 52
Processes to specify the technical and organisational measures...........ccccueiuriieeicieniineineinieneineieians 52

HIIG DISCUSSION PAPER SERIES - 2026-02 6



CERTIFICATION PROGRAM FOR PROCESSING PERSONAL DATA IN THE CONTEXT OF PREDICTION SYSTEMS IN HEALTH CARE

. SCOPE

1. Scheme applicant (SA)
The scheme applicant (SA) is undertaking either an individual or consortium-based project with the

objective of independently or jointly developing and training a predictive system for events or trends based
on historical health and treatment data, to be implemented and operated with a project partner.

2. Target of Evaluation (ToE)

In order to facilitate the certification of SA and make the conformity assessment more cost-efhcient, this
certification scheme limits its scope in multiple ways.

2.1 Purposes and processing operations

The ToE includes only processing operations conducted by the SA for purposes which can be subsumed
under the following purpose categories referred to above:

2.1.1 Purpose 1: Training

The historical health and treatment data originating from a clinical institution are to be used to train a
model capable of generating predictions for events or trends based on pattern recognition. To produce
relevant training data, the historical health and treatment data will first be adequately anonymized and, if
necessary, synthesized.

2.1.1.1 Data subjects

Data subjects are the patients of the clinical institution whose personal data are included in the datasets that
are used, in anonymized form, as relevant training data for the purpose of model training.

2.1.1.2 Risks
Human dignity (Art. 1 ECFR)

The anonymization process preceding the training of the model entails risks to the data subjects'
fundamental right to the protection of human dignity under Article 1(1) of the German Basic Law (GG)
and Article 1 of the EU Charter of Fundamental Rights (EU-CFR).

Integrity of the person (Art. 3 ECFR)

The anonymization process preceding the training of the model entails risks to the data subjects'
fundamental right to bodily integrity under Article 2(2) of the German Basic Law (GG) and Article 3 of the
EU Charter of Fundamental Rights (EU-CFR).

Private and family life (Art. 7 ECFR)
The anonymization process preceding the training of the model entails risks to the data subjects'

fundamental right to the protection of private and family life under Article 2(1) in connection with Article
1(1) as well as Article 6 of the German Basic Law (GG) and Article 7 of the EU Charter of Fundamental
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Rights (EU-CFR).
Data protection (Art. 8 ECFR)

The anonymization process preceding the training of the model entails risks to the data subjects'
fundamental right to informational self-determination under Article 2(1) in connection with Article 1(1) of
the German Basic Law (GG) and the protection of personal data under Article 8 of the EU Charter of
Fundamental Rights (EU-CFR).

Non-discrimination (Art. 21 EU-CFR)

The anonymization process preceding the training of the model entails risks to the data subjects'
fundamental right to the protection from discrimination under Article 3 of the German Basic Law (GG)
and Article 21 of the EU Charter of Fundamental Rights (EU-CFR).

Equality between women and men (Art. 23 EU-CFR)

The anonymization process preceding the training of the model entails risks to the data subjects'
fundamental right to the protection of equality between women and men under Article 23 of the EU
Charter of Fundamental Rights (EU-CFR).

Rights of the child (Art. 24 EU-CFR)

The anonymization process preceding the training of the model entails risks to the data subjects'
fundamental right to the protection of the rights of the child under Article 24 of the EU Charter of
Fundamental Rights (EU-CFR).

Rights of the elderly (Art. 25 EU-CFR)

The anonymization process preceding the training of the model entails risks to the data subjects'
fundamental right to the protection of the rights of elderly under Article 25 of the EU Charter of
Fundamental Rights (EU-CFR).

Further risks to fundamental rights

Next to these mentioned risks, the anonymization process preceding the training of the model may lead to
further, yet undetermined risks to fundamental rights and freedoms, depending on the context, the social
actors involved, the foreseeable downstream purposes as well as the means employed.

2.1.1.3 Benefits

Due to the technically and legally complex access to historical health and treatment data, the potential for
training Al-based prediction systems has not yet been fully realised. The implementation of appropriate
anonymization and synthesis procedures prior to training the prediction system now enables, for the first
time, the data protection-compliant development of an Al-based prediction infrastructure, even across
multiple institutions.

2.1.2 Purpose 2: Usage

At one consortium partner, the trained prediction model is to be used to analyze risk classification and
related risk factors, with the results being directed to specially trained and qualified professionals. If the
results prove to be accurate, concrete clinical or care-related action recommendations can be derived from
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the predictions and implemented accordingly.

2.1.2.1 Data subjects

Data subjects are 1) patients of the clinical institution whose personal data are processed and used in the
course of deploying the prediction system for medical and/or care-related activities.

Data subjects are 2) care professionals of the clinical institution whose personal data are collected, processed,
and used in the course of deploying the prediction system for the documentation of medical and/or
care-related activities, as well as for demonstrating the safe and legally compliant use of the system.

2.1.2.2 Risks

On the one hand, the prediction model itself can directly pose risks by making significantly poorer
predictions for certain individuals with specific characteristics compared to others.

On the other hand, risks to the fundamental rights of data subjects may also arise indirectly from the users
of the prediction model, who may misinterpret or improperly implement the recommended actions.

Human dignity (Art. 1 ECFR)

The use of the prediction model entails risks to the data subjects' fundamental right to the protection of
human dignity under Article 1(1) of the German Basic Law (GG) and Article 1 of the EU Charter of
Fundamental Rights (EU-CFR).

Integrity of the person (Art. 3 ECFR)

The use of the prediction model entails risks to the data subjects' fundamental right to bodily integrity
under Article 2(2) of the German Basic Law (GG) and Article 3 of the EU Charter of Fundamental Rights
(EU-CEFR).

Private and family life (Art. 7 ECFR)

The use of the prediction model entails risks to the data subjects' fundamental right to the protection of
private and family life under Article 2(1) in connection with Article 1(1) as well as Article 6 of the German
Basic Law (GG) and Article 7 of the EU Charter of Fundamental Rights (EU-CFR).

Data protection (Art. 8 ECFR)

The use of the prediction model entails risks to the data subjects' fundamental right to informational
self-determination under Article 2(1) in connection with Article 1(1) of the German Basic Law (GG) and
the protection of personal data under Article 8 of the EU Charter of Fundamental Rights (EU-CFR).

Non-discrimination (Art. 21 ECFR)

The use of the prediction model entails risks to the data subjects' fundamental right to the protection from
discrimination under Article 3 of the German Basic Law (GG) and Article 21 of the EU Charter of
Fundamental Rights (EU-CFR).

Equality between women and men (Art. 23 EU-CFR)

The use of the prediction model entails risks to the data subjects' fundamental right to the protection of
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equality between women and men under Article 23 of the EU Charter of Fundamental Rights (EU-CFR).
Rights of the child (Art. 24 EU-CFR)

The use of the prediction model entails risks to the data subjects' fundamental right to the protection of the
rights of the child under Article 24 of the EU Charter of Fundamental Rights (EU-CFR).

Rights of the elderly (Art. 25 EU-CFR)

The use of the prediction model entails risks to the data subjects' fundamental right to the protection of the
rights of elderly under Article 25 of the EU Charter of Fundamental Rights (EU-CFR).

Fair and just working conditions (Art. 31 ECFR)

The use of the prediction model entails risks to the data subjects' fundamental right to fair and just working
conditions under Article 31 of the EU Charter of Fundamental Rights (EU-CFR).

Social security and social assistance (Art. 34 EU-CFR)

The use of the prediction model entails risks to the data subjects' fundamental right to social security and
social assistance under Article 34 of the EU Charter of Fundamental Rights (EU-CFR).

Health care (Art. 35 EU-CFR)

The use of the prediction model entails risks to the data subjects' fundamental right to health care under
Article 35 of the EU Charter of Fundamental Rights (EU-CFR).

Further risks to fundamental rights

Next to these mentioned risks, the use of the prediction model may lead to further, yet undetermined risks
to fundamental rights and freedoms, depending on the context, the social actors involved, the purposes as
well as the means employed.

2.1.2.3 Benefits

The practical application enables more accurate predictions at a consistently high level. These
improvements result, on the one hand, from fewer false-negative predictions, meaning fewer overlooked
individuals, and, on the other hand, from fewer false-positive predictions, meaning fewer inappropriate
interventions are undertaken.

2.2 No data transfer

Transfer of personal data to third countries according to Articles 44 ff. GDPR is not admissible under this
scheme.

2.3 No automated decision making

By limiting the scope to the two purpose categories described above, processing operations that pursue
automated individual decision making according to Article 22 GDPR cannot and must not fall under the
scope of this scheme. The precondition that Article 22 GDPR does not apply to the scope of this scheme is
thus already addressed by criteria 4 assessing purpose specification and limitation.
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Automated decision-making in accordance with Article 22 of the GDPR through purely technical means is
not intended for the purposes of processing and will not be applied in accordance with the principle of
purpose limitation. A de facto automated adherence to decisions made by humans, meaning a consistently
positive bias and uncritical trust in the system's decisions, is largely excluded through staff training and
internal guidelines for the use of the decision system.

2.4 Higher requirements for some criteria

Finally, the scheme facilitates the assessment of GDPR conformity in some cases by defining requirements
that go beyond those imposed by the GDPR. This applies in particular to the (unrestricted) obligations to
appoint a DPO and for controllers or processors not established in the Union a representative, to maintain a
record of processing activities and carry out a risk assessment that fulfils the requirements of a data
protection impact assessment pursuant to Article 35 GDPR.

The scheme includes the following provisions that go beyond the legal requirements of the GDPR:

1. A data protection impact assessment (DPIA) pursuant to Article 35 GDPR must be carried out and
documented.

2. A record of processing activities must be maintained that goes beyond the requirements of Article
30 GDPR for records of processing activities but is substantively necessary.

3. Appropriate measures must be taken in accordance with Article 22(3) GDPR to demonstrate that
not only is there no intended automated decision-making in individual cases, but also no de facto
(so-called automation bias).

4. When engaging a processor, the contract or other legal instrument between the controller and the
processor must be concluded prior to the commencement of processing.

3. Territorial Scope

The certification scheme is directed towards:
e SA based in EEA Member States.

The scheme is not to be used as a tool for transfers (Article 46 GDPR) for entities in third countries that are
not subject to the GDPR.

Il.  CRITERIA CATALOGUE

This criteria catalogue for the processing of personal data on websites contains the following criteria:

1. Data protection ofhicer (DPO)

2. Documentation

3. Defnition of roles and responsibilities (controllers and processors)

4. Purpose specification and limitation with respect to its processing operation
5. Data protection (risk and) impact assessment

6. Legal base according to the GDPR
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Colour coding:
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1. Data protection officer (DPO)

Requirement in a nutshell:
The SA designates a data protection ofhicer (DPO) according to Art. 37 GDPR.

Relevant norms:
Art. 37, Art. 38, Art. 39, Art. 27, Art. 12 (1), 13 (1)(b), Art. 24, Art. 31 GDPR  Application criteria

1.1 Formal designation of a DPO (and if applicable, a representative)

The SA has designated a DPO (irrespective of the size, legal structure or core activities of the company),
formally addressing the following tasks and duties to the DPO pursuant to Article 39(1) GDPR in a
manner compliant with Article 39(2) GDPR:

e o provide advice to the SA and its employees with regard to all questions concerning the
compliance to duties imposed by the GDPR, including the performance of an impact assessment
according to Article 35 GDPR,

e to monitor compliance of the SA and its employees with the GDPR,

e to cooperate with and to act as the contact point for the supervisory authority and the CAB.

The designated DPO may be the DPO of one of the consortium partners.

1.2 Attributes of the DPO

The SA has implemented processes to assess and ensure the DPO (Article 37(5) GDPR):

e has expertise in national and European data protection laws and practices and an in-depth
understanding of the GDPR;'
has some general knowledge of the business sector the SA operates in,
has sufhcient understanding and overview of the processing operations performed according to
this scheme and the information systems to facilitate these processing operations,’

e is bound by secrecy or confidentiality concerning the performance of his or her tasks, in
accordance with Union or Member State law (Article 38 (5) GDPR)

e does not perform tasks and duties that create an obvious conflict of interests (Article 38 (6)
GDPR)

e s physically based in the EU: If the DPO is based outside the EU the SA has assessed why the
DPO can perform its duties equally or more effectively outside the EU (e.g. because the
company itself is located outside of the EU).?

1.3 Independence

The SA has implemented processes to ensure the independence of its DPO (Article 38 (3) GDPR) by:*

e ensuring the DPO does not receive any instructions regarding the exercise of its tasks and duties
as DPO,

e ensuring the DPOs contract is not cancelled, its chances for promotion in the company and its
chances to receive bonuses as well as the DPOs work in general are not affected as a
consequence of its work as DPO. This does not affect the SAs ability to sanction the DPO for
actions unconnected to its role as DPO (e.g. theft, physical, psychological or sexual harassment

' See Art. 29 Data Protection Working Party, Guidelines on Data Protection Officers (DPOs’), WP243 rev.01, 11.
2 See Art. 29 Data Protection Working Party, Guidelines on Data Protection Officers (DPOs’), WP243 rev.01, 11.
3 See Art. 29 Data Protection Working Party, Guidelines on Data Protection Officers (DPOs’), WP243 rev.01, 11.
* See Art. 29 Data Protection Working Party, Guidelines on Data Protection Officers (DPOs’), WP243 rev.01, 12.
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or similar gross misconduct),’

if the DPO is not part of the organisation of the SA (Article 37(6) GDPR), inhibiting unfair
termination of service contracts for activities as DPO and inhibiting unfair dismissals of any
individual member of the organisation carrying out DPO tasks.

1.4 Tasks of the DPO

The SA has implemented processes to assess and ensure the DPO conducts the following tasks and duties
pursuant to Article 39(1) GDPR in a manner compliant with Article 39(2) GDPR:

inform and advise the joint controllers and all employees involved in training and deploying the
model regarding their obligations under the GDPR,

monitor compliance with the GDPR and other data protection regulations, as well as the
strategies of the joint controllers for protecting personal data, including the assignment of
responsibilities, raise awareness, and train of employees involved in the training and deployment
of the model, and conducting related reviews,

provide advice in connection with the data protection impact assessment (DPIA) pursuant to
Article 35 GDPR and monitoring its mandatory execution,

cooperate with the supervisory authority

serve as the point of contact for the supervisory authority in matters related to the processing
involved in the training and deployment of the model.

1.5 Support of the DPO

The SA has implemented processes to assess the appropriate time within which the DPO should process
and respond to requests and the necessary means to enable the DPO to apply to this timeframe.

The SA has implemented processes to assure the DPO is provided with sufhcient resources to effectively
exercise its duties accordingly (Article 38(2) GDPR). This includes®:

adequate financial resources,

infrastructure (premises, facilities, equipment),

contact with project partners and individual consortium partners,

access to key stakeholders (e.g., model developers, care professionals, patients) in order to make
the necessary assessments,

continuous training, to stay up to date with the state of the art and legal requirements
concerning questions addressed in any criteria within this scheme.

The SA has implemented processes to:

involve the DPO in a timely manner with all issues relating to the protection of personal data
(Article 38(1) GDPR),

grant access to the highest management level to the DPO in case it identifies incompatibilities
with the GDPR (Articles 38(1), 38(3)(3) GDPR)

and take into account the DPO’s opinion regarding each criteria imposed by this certification
scheme.

1.6 Data protection by design

The SA has implemented effective measures to ensure the DPO aligns with these requirements and is
easily and directly accessible to data subjects, supervisory authorities, the CAB and departments within
the company and is able to receive, process and respond to requests within an appropriate time frame

5 See Art. 29 Data Protection Working Party, Guidelines on Data Protection Officers (‘DPOs’), WP243 rev.01, 16.
¢ See Art. 29 Data Protection Working Party, Guidelines on Data Protection Officers (DPOs’), WP243 rev.01, 14.
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(Article 38(4) GDPR).

Proof / Evidence

Assessment methods

e Internal DPO concept (including task &
process descriptions, policies,
organizational charts)

e DPO contract and certificate of
appointment

e Evidence of the DPO’s qualification
(such as degrees, certificates)

e Reporting the contact details of the DPO
to the competent supervisory authority

e Presentation of the DPO as a contact
person on the project website

e Proof of hours worked

e Formal document check

e Legal review (to clarify unclear terms)

e Internal audit records as evidence of
activities, independence, as well as the
involvement and effectiveness of the
DPO

e Interview with the DPO regarding their
tasks as evidence of the absence of a
conflict of interest

1.7 Transparency

The SA publishes the contact details of the DPO and communicates them to data subjects, relevant
supervisory authorities, the CAB and the staff within the company’ and (Article 37(7) GDPR), making

accessible at least one of the following information:
e apostal address,
e adedicated telephone number,
e adedicated email address.

(Article 37(7) GDPR does not require the contact details to include the name of the DPO.)

Proof / Evidence

Assessment methods

e Data protection policy

e Reporting the contact details of the DPO
to the competent supervisory authority

e Presentation of the DPO as a contact
person on the project website

e Formal document check
e Legal review (to clarify unclear terms)

1.8 Documentation

The SA has implemented measures to document:

e the assessment of an appropriate response time,

o the assessment to determine necessary means provided to the DPO, and
o the assessment whether a DPO which is based outside the EU can exercise its duties equally or

more effectively outside the EU.

The SA has implemented measures to document the reasons whenever they do not act in accordance
with the DPO’s advice concerning any question imposed by this certification scheme.’

Proof / Evidence

Assessment methods

1 e DPOcontract

e Formal document check

See Are. 291 BetarPrbl2B{Onhockipg (Parly diuigetinkston
CeetreaOData-Protectioniordna-Rary—Cuidetneson
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process descriptions, policies,

organizational charts, resources)
e Disagreement / deviation case

documentation with justifications

1.9 Monitoring

The SA monitors whether the response time remains appropriate and whether the DPO applies to this

timeframe.

In case a single DPO is made responsible for several or all bodies within a group of undertakings the SA
monitors whether the DPO is able to perform all tasks efhiciently."

Proof / Evidence

Assessment methods

e Eventually updated DPO contract and
internal DPO concept''
e Random sample after 1 year

e Formal document check and legal review
(to clarify unclear terms)
e Audit (org): Interview with DPO

10 See Art. 29 Data Protection Working Party, Guidelines on Data Protection Officers (DPOs’), WP243 rev.01, 10.
1 The certification contract between the SA and CAB contains an obligation for the SA to notify the CAB of any

changes made concerning the relationship to the DPO.
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2. Documentation (esp. Art. 30 and 35 GDPR)

Requirement in a nutshell:
The SA fulfils all documentation requirements.

Relevant norms:
Art. 30, Art. 5 (2), Art. 24 (1), Are. 7 (1), Art. 12 (1), Art. 25 (1), Art. 26 (1), (2), Art. 28 (3), (4), (9), Ar.
33 (5), 35 GDPR Application criteria

2.1 Record of processing activities

The SA maintains a record of processing activities (this requirement applies also in case the SA fulfils any
exemptions according to Article 30(5) GDPR) that contains the following information:

e the name and contact details of the controller and, where applicable, the joint controller, the
representative of the controller, and any data protection ofhcer;
the purposes of the processing;

a description of the categories of data subjects and the categories of personal data;
the categories of recipients to whom the personal data have been or will be disclosed, including
recipients in third countries or international organizations;

e where applicable, transfers of personal data to a third country or to an international
organization, including the identification of the third country or international organization
involved, and, in the case of transfers referred to in Article 49(1) second subparagraph of the
GDPR, documentation of appropriate safeguards;
the intended time limits for erasure of the different categories of data;

a general description of the technical and organizational measures pursuant to Article 32(1)
GDPR.

The SA maintains a record of the following information, which goes beyond the requirements of Article
30(1) GDPR, but is substantively necessary and associated with a data protection impact assessment
(DPIA):
e adescription of other involved actors;

a description of the roles and legal relationships between the actors;

a description of the processing activities of the use cases, as well as the nature of the technical

systems and services used, including software and interfaces;

the legal basis for the processing activities;

a data protection risk analysis with links to the respective parts of the DPIA.

2.2 Data protection by design

The SA has implemented measures to structure the documentation in a clear and understandable way."
The SA has implemented measures to separate the documentation from other documentation conducted
in compliance with other regulation, which is not subject to this scheme (e.g. tax audits)."

Proof/ Evidence Assessment methods
e Record of processing activities e Formal document check and legal review
e The entirety of documented compliance (to clarify unclear terms)
to data protection regulation as defined e Audit (org): interview with DPO

2 See DSK, SDM Baustein 42 ,Dokumentieren®, Version V1.0a, M42.P01.
!> See DSK, SDM Baustein 42 ,Dokumentieren®, Version V1.0a, page 2.
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in 2.1
e Random sample

2.3 Monitoring

The SA has implemented processes to keep the documentation up to date.
The SA archives old versions and attributes to each version:'*

e aversioning number,

e date and time when the documentation was last updated,

e by whom the documentation was last updated.

Proof / Evidence Assessment methods
e Eventually updated documentation e Formal document check and legal review
e Random sample after 1 year wrt (to clarify unclear terms)
processes e Audit (org): interviews with employees
e Time stamps
e Version history

2.4 Data Protection Impact Assessment documentation

The SA maintains a documentation of the data protection impact assessments according to Article 35
GDPR.

Proof / Evidence Assessment methods
e Documentation of data protection e Formal document check and legal review
impact assessments (to clarify unclear terms)
e Audit (org): Interview with DPO

* See DSK, SDM Baustein 42 ,Dokumentieren’, Version V1.0a, page 3.
% The certification contract between the SA and CAB contains an obligation for the SA to notify the CAB of all
changes to the documentation.
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3. Definition of roles and responsibilities (controllers and processors)

Requirement in a nutshell:
The SA correctly attributes responsibility to itself and all data receivers as data controller, processor
and/or joint controller.

Relevant norms:
Art. 4 (7), (8), (9), (10), Art. 5 (1)(a),(b),(c),(f), Art. 13 (1)(e), Art. 25 (1), Art. 29, Art. 30 (1)(d) GDPR
Application criteria

The SA correctly recognises all relevant actors related to the processing activity or activities.
The SA maintains an up-to-date record of all relevant actors, their roles and responsibilities.

3.1 Specification of the SA's own role as data controller

The SA correctly recognises itself as a data controller, either as a sole controller or as a joint controller.
If the SA recognises itself as a joint controller, it also correctly recognises all other bodies that are part of
this joint controllership.

3.2 Clarification of the role of all data recipients

The SA correctly recognises all recipients in their respective roles with regards to the processing
activities. For this purpose, the SA has implemented processes to assess whether any processing operation
includes the transfer of personal data either to an internal or an external entity (esp. companies), which:
e are authorised to process the data under the direct authority of the controller (internal data
receiver - see Art. 4 (10) GDPR)
e process the data on behalf of the scheme applicant (processor Art. 4 (8) GDPR)
e jointly decide with the website provider on the purposes and means of the processing of data
(joint controller Art. 4 (7) GDPR)
e or none of the above (third party = separate controller) Art. 4 (10) GDPR.

3.3 Data protection by design

The scheme applicant has implemented effective measures to ensure that personal data is only transmitted
to internal data receivers and processors and joint controllers conforming to the requirements described
in 3.7 and 3.8, and to stop all processing of personal data related to entities not conforming to these
requirements = “third party” data receivers acc. to Art. 4 (10) GDPR.

Proof / Evidence Assessment methods
e Record of processing activities e Formal document check
e Data Processing Agreement e Audit (org): Interview with DPO
e Joint Controller Agreement e Technical inspection (e.g. by conducting
e  On request: access to IT-System (e.g. a cookiescan)
cookiescan; see list below: How to
demonstrate compliance to the CAB)

3.4 Transparency

The scheme applicant has implemented effective measures to inform the data subjects about all data
receivers (see 7. Transparency).
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Proof / Evidence Assessment methods

e Cookie banner or other consent form e Formal document check
e Privacy policy

3.5 Documentation

The scheme applicant has implemented effective measures to document all data receivers and their roles
according to 3.2 (see also: 2. Documentation).

Proof / Evidence Assessment methods
e Record of processing activities e Formal document check
e Documented data protection risk and e Review (to clarify unclear terms)

impact assessment (DPIA)
e Data Processing Agreements
e Joint Controller Agreements

3.6 Monitoring

The scheme applicant checks on a regular basis, whether it has correctly specified all data receivers and
whether the conduct of these data receivers has changed in a way that impacts the definition of their
roles and responsibilities according to 3.2.

Proof / Evidence Assessment methods
e Eventually updated documentation' e Formal document check and review (to
e Random sample within one year of clarify unclear terms)
certification wrt checks e Audit (org): Interview with DPO

3.7 Criteria concerning the use of processors

Requirement in a nutshell:
The SA enters into a data processing agreement with all parties which process personal data on behalf of
the SA (i.e. data processors).

Relevant legal norms:
Art. 28, Art. 4 (7), (8), (9), Art. 13 (1)(e), Art. 25 (1), Art. 30 (2), Art. 32, Art. 33-36 GDPR
Application criteria

The SA enters into a data processing agreement with all parties which process personal data on behalf of
the SA (i.e. data processors) for the purpose and sub-purposes within the given scope of this scheme (as
defined in chapter I).

The SA ensures that the engagement of a data processor meets the following requirements set out in
Article 28 of the GDPR:

¢ The certification contract between the scheme applicant and CAB contains an obligation for the scheme applicant
to notify the CAB of all changes to the documentation.
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3.7.1 Valid processing agreements

The scheme applicant enters with all processors into a valid data processing agreement, conforming to
the following requirements:

3.7.1.1 Valid written or electronic DPA (Art. 28 (9) GDPR)

The DPA is issued in written or electronic form. All essential requirements for the validity of the
contract are met. In particular, the written or electronic signature by a natural person who is authorised
to represent the company is given.

3.7.1.2 The DPA contains all generally required terms

3.7.1.2.1 Information about contracting parties'

The contract includes at least the following information about the scheme applicant and the processor:

e name,

e address,

e name, function and contact details of the contact person of each party,

e ifapplicable, information regarding the data protection ofhcer of each party
e Ifapplicable, the representative

3.7.1.2.2 Categories of the personal data (Art. 28 (3)(1) GDPR)

The DPA lists all categories of personal data processed by the processor on behalf of the scheme
applicant. (see 4. Purpose specification and limitation with respect to its processing operation)

3.7.1.2.3 Source of the data and client separation

The DPA obligates the processor to only process personal data received by the scheme applicant or
collected otherwise as instructed by the scheme applicant.

The DPA obligates the processor not to store or otherwise process this personal data together with other

personal data (e.g. the data received from other scheme applicants), unless the scheme applicant
specifically instructs the processor to do so.

3.7.1.2.4 Categories of data subjects (Art. 28 (3)(1) GDPR)

The DPA specifies the categories of data subjects in accordance with the L.Scope.

3.7.1.2.5 Purpose specification (Art. 28 (3)(1) GDPR)

The DPA lists all processing purposes for which the processor is being instructed to perform data
processing operations on behalf of the scheme applicant.

3.7.1.2.6 Purpose limitation (Art. 28 (3)(1) in conjunction with Art. 28 (3)(2)(a), Art. 29 GDPR)

The DPA obligates the processor:
e to process personal data only for the purposes determined by the scheme applicant
e to process only the categories of personal data requested by the scheme applicant
e to generally limit the processing operations to the instructions received from the scheme
applicant
e to store the personal data only for the duration necessary to provide the service, at most for as

7 See European Commission, Annex | List of Parties of the Annex to the Commission implementing decision on

standard contractual clauses between controllers and processors, C(2021) 3701 final, 4.6.2021.
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long as determined by the scheme applicant.

3.7.1.2.7 Storage duration (Art. 28 (3)(1), Art. 28 (3)(2)(g) GDPR)

The DPA assigns to the scheme applicant the unconditional right to at any time instruct the processor to
e stop the processing of personal data
o delete the personal data
e return the personal data,

unless Union or Member State law requires the scheme applicant to store the personal data.

The DPA at least conclusively determines a maximum duration for which the processor is allowed to
store and otherwise process personal data.

3.7.1.2.8 Confidentiality and security of processing (Art. 28 (3)(2)(b) and (c), Art. 32 GDPR)

The DPA requires the processor to specify and implement appropriate technical and organisational
measures acc. to Art. 32 GDPR.

The DPA requires the processor to ensure that persons authorised to process the personal data have
contractually committed themselves to confidentiality or already are under an appropriate statutory
obligation of confidentiality.

3.7.1.2.9 Sufficient guarantees (Art. 25, Art. 28 (1) GDPR)

The DPA obligates the processor to implement sufhcient technical and organisational measures to
comply with all requirements imposed by the DPA and/or the GDPR.

3.7.1.2.10 Support of the scheme applicant to ensure compliance with GDPR requirements (Art.
28 (3)(2)(a),(e),(f),(h), Art. 33 - 36 GDPR)

The DPA obligates the processor within its means to assist the scheme applicant:

e in fulfilling its duties to respond to requests for exercising the data subject’s rights (lit. e)

e in ensuring compliance with the process for reporting data breaches acc. to Art. 33 and 34
GDPR, e.g. by description of used data, processing operations and technical and organisational
measures (lit. f) and

e in conducting a data protection impact assessment acc. to Art. 35 GDPR and prior consultation
of the data protection authorities acc. to Art. 36 GDPR (lit. f).

The DPA obligates the processor to notify the scheme applicant of any processing operations to which
the processor is required by law before conducting these processing operations, unless the law in
question prohibits such notification on grounds of important public interest (lit a).

The DPA obligates the processor to make available to the controller all information necessary to
demonstrate compliance with the DPA and to contribute to audits, including inspections, conducted by
the controller or another auditor mandated by the controller (lit. h). This also includes proof of the
processor's cooperation with supervisory authorities (Art. 31 GDPR).

3.7.1.2.11 Maintaining a record of processing activities (Art. 30 (2) GDPR)

The DPA obligates the processor to document in a record of processing activities all categories of
processing activities carried out on behalf of a scheme applicant, containing the following information:
e the name and contact details of the processor or processors and of each controller on behalf of
which the processor is acting, and, where applicable, of the controller’s or the processor’s
representative, and the data protection ofhcer,
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the categories of processing carried out on behalf of each controller,
where applicable, transfers of personal data to a third country or an international organisation,
including the identification of that third country or international organisation,

e where possible, a general description of the technical and organisational security measures
referred to in Art. 32 (1) GDPR.

3.7.1.2.12 Subprocessors (Art. 28 (2) GDPR)

The DPA requires the processor to not engage other processors for carrying out speciﬁc processing
activities on behalf of the controller (sub processors), before receiving from the scheme applicant in
written (or electronic) form either:
e Specific authorisation:
In a specific authorisation the scheme applicant has to specify which subprocessor and what
processing activity it refers to specifically. Any subsequent change in this case will need to be
further authorised by the controller before it is put in place."
e Or general authorisation:
For a general authorisation the scheme applicant generally allows the use of subprocessors for

certain processing operations by providing a list with such sub-processors in an annex thereto.'

The DPA requires the processor in the case of general authorisation to inform the scheme applicant
immediately of any intended change with regard to the involvement or replacement of other
(sub)processors, including details of the name, address and the specific processing activity of the
subprocessor. The DPA also grants the right to object to such changes within a reasonable time period
defined in the DPA, with the consequence that the processing activity of the (sub)processor involved
must cease immediately (Art. 28 (2)(2) GDPR).

The DPA obligates the processor in the case of using sub processors to enter into a DPA imposing the

same data protection obligations as set out in the DPA onto the sub processor in written or electronic
form (Art. 28 (4) GDPR).

The DPA obligates the processor to use only (sub)processors providing sufhcient guarantees acc. to Art.

28 (1) GDPR (Art. 28 (4)(1) GDPR).

The DPA holds the processor fully liable for when the (sub)processor fails to fulfil its data protection
obligations (Art. 28 (4)(2) GDPR).

3.7.1.2.13 Data transfer to third countries (Art. 28 (3)(2)(a) GDPR)

The DPA obligates the processor to transfer data to a third country or an international organisation only,

if instructed to do so by the scheme applicant (e.g. in the DPA itself), unless required to do so by Union

or Member State law to which the processor is subject.

The DPA obligates the processor with regard to all data transfers to a third country to document
whether these comply with the specific requirements of Art. 44-49 GDPR, as well as all other
requirements of the GDPR.

3.7.2 Use of subprocessors

The scheme applicant has implemented processes to allow the processor the use of (sub)processors only

after the scheme applicant has issued in form of a written (or electronic) specific or general authorisation:

18 See EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR, Version 2.1, 155.
1% See EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR, Version 2.1, 156.
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3.7.2.1 Specific authorisation

In case of a specific authorisation the scheme applicant specifies which subprocessor and what processing
activity it refers to specifically. Any subsequent change, concerning either the type of processing or the
person of the sub processor in this case will need to be further authorised by the controller before it is put
in place.”

3.7.2.2 General authorisation

In case of a general authorisation the controller generally allows the use of sub processors for certain
processing operations by providing a list with such sub-processors in an annex thereto.”

3.8 Criteria concerning the use of joint controllers

Requirement in a nutshell:
The SA enters into a joint controller agreement with all parties with which it jointly determines the
purposes and essential means of processing.

Relevant legal norms:
Art. 26, Art. 4 (7), Art. 5 (2), Art. 12 (1), Art. 13 (1)(a), Art. 30 (1)(a) GDPR  Application criteria

The SA enters into a joint controller agreement with all parties with which it jointly determines the
purposes and essential means of processing.

3.8.1 Valid Joint Controller Agreement (JCA)

The scheme applicant enters with all joint controllers into a valid JCA, conforming to the following
requirements:

3.8.1.1 Valid written or electronic agreement

The JCA is issued in written or electronic form.” All essential requirements for the validity of the
contract are met. In particular, the written or electronic signature by a natural person who is authorised
to represent the company is given.

3.8.1.2 The JCA conclusively attributes responsibility (Art. 26 (1) GDPR)
The joint controller agreement clearly determines for each contracting party (the scheme applicant and
the other joint controller) responsibilities for complying with the obligations under the GDPR, in
particular:”

the implementation of general data protection principles (Art. 5 GDPR)

e the legal basis of the processing (Art. 6 GDPR)
e the transparency requirements referred to in Art. 13 and 14 GDPR
e the data subject rights, while clarifying that all joint controllers must act on the request of a data

2 See EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR, Version 2.1, 155.

1 See EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR, Version 2.1, 156.

22 See EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR, Version 2.1, 173; although
not explicitly imposed by law, due to transparency and notification requirements written or electronic form are
factually mandatory - see also: Spoerr in: Wolff/Brink, Art. 26 Rn. 29; Hartung in: Kuihling/Buchner, Art. 26, Rn. 26.

2 See the recommendation of the EDPB, Guidelines 07/2020 on the concepts of controller and processor in the GDPR,
Version 2.1, 166.
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subject, irrespective of the internal distribution of responsibility (Art. 26 (3) GDPR)

the security measures (Art. 32 GDPR)

the notification of a personal data breach to the supervisory authority and to the data subject
(Art. 33 and 34 GDPR)

the data protection impact assessments (Art. 35 and 36 GDPR)

the use of a processor (Art. 28 GDPR)

the transfer of data to third countries

the responsible entity and contact persons for the communication with data subjects, supervisory
authorities and the CAB.

The JCA clearly allocates responsibility for different processing operations or parts of processing
operations between all involved joint controllers. This includes information on
o the specific duties of each joint controller in order to fulfil the processing purposes,
o the specific means used for processing operations which are being performed by each controller
to fulfil these duties,
e the limits regarding the processing of personal data, especially regarding
o the storage period and time of erasure
o purpose limitation (prohibiting all joint controllers to process the personal data for other
purposes than those covered by this scheme).

3.8.2 Processes to assess the attribution of responsibility between joint controllers

The scheme applicant has implemented a process to assess whether the attribution of responsibility as
determined in the JCA actually reflects the respective roles and relationships of the joint controllers
vis-3-vis the data subjects (Art. 26 (2) GDPR).

Proof / Evidence Assessment methods

e Joint controller agreement e Formal document check and legal review
(to clarify unclear terms)
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4. Purpose specification and limitation with respect to its processing operation

Requirement in a nutshell:
The SA correctly specifies the purposes of the data processing operations and limits the processing
operations to these purposes.

Relevant legal norms:
Art. 4 (1), (9), Art. 5 (1)(b),(c),(e), Art. 5 (2), Art. 6 (1)(a), Art. 25 (1), Art. 12 (1), 13 (1)(c), Art. 30 (1)(b),
Art. 32 GDPR Specific criteria

The scheme applicant has implemented processes to ensure that all purposes for which it processes
personal data are (in view of the specific processing operation):**
e explicit, requiring the purpose to be sufhciently unambiguous and clearly expressed;
e legitimate, requiring the purpose to be compatible also with other areas of law as well as with
the data subjects’ reasonable expectations and
e specified, requiring the purpose to be sufhciently defined to enable the implementation of any
necessary data protection safeguards, and to delimit the scope of the processing operation. The
purpose must be detailed enough to determine what kind of processing is and is not included
within the specified purpose, and to allow compliance with the law can be assessed and data
protection safeguard applied. For these reasons, a purpose that is vague or general will — without
more detail — not meet the criteria of being ‘specific’. The degree of detail in which a purpose
should be specified depends on the particular context in which the data are collected and the
personal data involved.

In cases where different purposes exist from the beginning and different kinds of data are collected and
processed simultaneously for these different purposes, the data protection requirements must be complied
with separately for each purpose.”

4.1 Proper purpose specification and limitation with respect to its processing operation

Within the scope of application of this Scheme, the purpose of the processing shall be limited by the SA
to:

e Purpose 1 “Training™ The historical health and treatment data originating from a clinical
institution are to be used to train a model capable of generating predictions for events or trends
based on pattern recognition. To produce relevant training data, the historical health and
treatment data will first be adequately anonymized and, if necessary, synthesized.

e Purpose 2 “Usage”™ At one consortium partner, the trained prediction model is to be used to
analyze risk classification and related risk factors, with the results being directed to specially
trained and qualified professionals. If the results prove to be accurate, concrete clinical or
care-related action recommendations can be derived from the predictions and implemented
accordingly.

As the ToE includes only processing operations conducted by the SA for purposes which can be
subsumed under the purpose categories defined above under Scope, 2.1, the respective purposes have to
be specified here in such a way that the SA can show that these purposes can be subsumed under either
Purpose 1 “Training” or Purpose 2 “Usage”.

2* See Art. 29 Data Protection Working Party, Opinion on purpose limitation, WP203, p. 12.
5 See Art. 29 Data Protection Working Party, Opinion on purpose limitation, WP203, p. 12.
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4.1.1 Proper purpose specification

The SA has implemented processes to properly specify the processing purposes and sub-purposes with
reference to the given scope (as defined in chapter I) and to the risks associated with the data processing.

Proof / Evidence

Assessment methods

e Record of processing activities
e List of specified processing purposes and
sub-purposes

e Formal document check
e Legal review (to clarify unclear terms)

4.1.2 Proper purpose limitation assurance

The scheme applicant has implemented processes to identify relevant purpose changes and assess whether

the defined processing operations are compatible with the specified purposes (see 4.1.1).

These processes take into account:

Any link between the purposes for which the personal data have been collected and the purposes

°
of the intended further processing;

e The context in which the personal data have been collected, in particular regarding the
relationship between data subjects and the controller;

°

The nature of the personal data, in particular whether special categories of personal data are
processed, pursuant to Article 9 GDPR, or whether personal data related to criminal convictions
and offences are processed, pursuant to Article 10 GDPR;

The possible consequences of the intended further processing for data subjects;

The existence of appropriate safeguards, which may include encryption or pseudonymisation.

These processes contain a mechanism to monitor each change of the technical and organisational system

used to pursue the purpose in order to discover risks that add to those assessed in the original purpose

specification process (see 4.1.1).

This mechanism must at least take into account changes to one or more of the following aspects:

The wording of a specific purpose

The data receivers

The categories of data categories processed for a purpose
Other parts of the technical process

The concept must apply the following risk assessment methodology:

If the changes do not cause a higher or another risk then originally assessed, the change is
compatible with the original purpose and can therefore be based on the original legal basis.

If the changes lead to a higher risk or another risk but can be mitigated (i.e. reduced to the
original risk) through technical and/or organisational measures, the changes are compatible with
the original purpose and can therefore be based on the original legal basis. The data subjects shall
in these cases be informed, if possible.

If the changes lead to a higher risk that cannot be mitigated (i.e. reduced to the original risk) the
SA must demonstrate a new legal basis (e.g. retrieve consent again).

Proof / Evidence

Assessment methods

Formal document check
Legal review (to clarify unclear terms)

Record of processing activities .
Access and authorisation concept °
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e Data minimisation or anonymisation
concept

e List of specified processing purposes and
sub-purposes

4.2 Data protection by design

The scheme applicant has implemented measures to ensure that all data is processed in a way that is not

incompatible with the original purposes (purpose limitation).

The SA takes account of data protection by design by specifying the purposes for which it processes
personal data as narrow as possible, added by more detailed sub-purposes.

Such sub-purposes may relate, for example, to ensuring data quality, comparing prediction precision, or

backups.

Proof / Evidence

Assessment methods

e  List of specified processing purposes and
sub-purposes

e Formal document check
e Legal review (to clarify unclear terms)

4.3 Transparency

The SA has implemented measures to provide each data subject, in particular patients, with all necessary
information on the processing purposes in a precise, transparent, comprehensible and easily accessible

form in clear and understandable language.

Proof / Evidence

Assessment methods

e Information sheet in various languages
e Verbal patient instruction

e Formal document check
e Readability assessment

4.4 Documentation

The SA documents:

o all considerations and decisions made for specifying processing purposes
e all organisational measures implemented to ensure compliance with the specific purpose

limitation requirements

e the information provided to data subjects concerning the processing purposes

Proof / Evidence

Assessment methods

e  Written justification for the specification
of processing purposes

e Documentation of organisational
measures (text, tables)

e Documentation of provided information

e Formal document check
o Legal review
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(text, tables)

4.5 Monitoring

The SA has implemented monitoring measures to ensure that the processing complies with the specific

purpose limitation requirements.

Proof / Evidence

Assessment methods

e Record of compliance measures taken
(activities, responsibilities, dates)

e Review record documentation

e Random sample after 1 year

e Formal document check
e Legal review (to clarify unclear terms)
e Audit (org): Interview with DPO
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5. Mandatory data protection impact assessment

Requirements in a nutshell:
The SA assesses all risks caused to the fundamental rights of the data subject and identifies effective
measures to address these risks.

Relevant norms:
Art. 35, Art. 5 (1)(a),(b), Art. 5 (2), Art. 24 (1), Art. 25 (1) GDPR General criteria

5.1 Processes to assess risks and benefits

5.1.1 Risk assessment organisation

1. The SA has specified clearly and transparently:
1. who is responsible for conducting the DPIA;
2. who is part of the team that conducts the DPIA;
3. what roles play the DPO and/or the project’s own DP coordinator or specialist;
4. who formally accepts the outcome of the DPIA.
2. The SA has specified clearly and transparently what the process looks like and in which order
which steps are taken.
3. The SA has implemented formats and methods to seek the views of data subjects or their
representatives on the intended processing.
4. The SA has implemented procedures and methods to:
1. systematically describe the envisaged processing operations and the purposes of the
processing;
2. assess the necessity and proportionality of the processing operations in relation to the
purposes;
3. identify and assess the risks to the rights and freedoms of data subjects
4. identify the measures to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of fundamental rights and to demonstrate
compliance with the GDPR;
5. include compliance with approved codes of conduct in accordance with Article 40
GDPR in risk identification, assessment and mitigation.

5.1.2 Identification of risks to fundamental rights

The SA has implemented procedures and methods to identify and assess all risks to the fundamental
rights and freedoms of data subjects posed by the data processing in the full scope of the project. The risk
assessment covers at least the risks to the fundamental rights and freedoms referred to in sections I. 2.1.1.2
and 2.1.2.2 of this scheme.

5.2 Mandatory requirements specific to the DPIA

The SA has implemented processes to perform assessments according to Article 35(2) GDPR with the
help of its DPO, taking into account:
1. potential compliance with approved codes of conduct referred to in Article 40 GDPR by the
relevant controllers or processors;
2. the views of data subjects or their representatives on the intended processing, without prejudice
to the protection of commercial or public interests or the security of processing operations.

This mandatory assessment contains at least:
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a systematic listing of those processing operations and purposes of the processing described in
the record of processing activities according to Article 30 GDPR;

a clear and transparent description of the methods and measures used for creating the record of
processing activities;

an assessment of the necessity and proportionality of the processing operations in relation to the
purposes;

an assessment of the risks to the fundamental rights and freedoms of data subjects referred to in
section 5.1.2;

the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of personal data and to demonstrate compliance with the
GDPR and other applicable data protection laws taking into account the rights and legitimate
interests of data subjects and other persons concerned; and

a graphical representation of the processing activities (e.g. use case diagram), the actors involved,
the systems used for processing the data, the data flows, the risks to the rights and freedoms of
data subjects connected to or associated with the different processing steps, and the measures
envisaged to address (i.e., prevent, mitigate or compensate for) these risks.

5.3 Data protection by design

The SA has implemented risk identification and assessment procedures and methods which correspond to
the state of the art.

The SA ensures that the measures envisaged to address the identified risks are effective in preventing,

mitigating and/or compensating for these risks, and correspond to the state of the art.

Proof / Evidence Assessment methods

e Literature review wrt the state of the art e Formal document check
of conducting DPIA e State of the art review

e Literature review wrt the state of the art e Interviews with DPO and the DPIA
of assessing the efficacy and effectiveness team members
of the measures envisaged to address the
risks

e Literature review wrt the state of the art
of the measures envisaged to address the
risks

5.4 Transparency

The SA has implemented procedures and methods to ensure that the specification as well as the process

and outcome documentation of the DPIA are in a transparent, intelligible and easily accessible form.

Proof / Evidence Assessment methods
e DPIA specification: 1) roles and e Formal document check
responsibilities, 2) processes, 3) methods, e Readability assessment

4) data subjects’ participation
Documentation of the DPIA process
(planning & preparation, conduct,
results), including participatory formats
DPIA results (texts, tables, diagrams)
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5.5 Documentation

The SA has implemented measures to document:

e specifications of the DPIA, including

o roles and responsibilities wrt to the planning, preparation, conduct and documentation
of the DPIA,

o processes of the planning, preparation, conduct and documentation of the DPIA,
o methods to be applied when conducting the DPA, and
o the participation of the data subjects;

o the process and the outcome of the DPIA; and

e the results of the DPIA (texts, tables, and diagrams).

Proof / Evidence Assessment methods
e DPIA specification: 1) roles and e Formal document check
responsibilities, 2) processes, 3) methods, o Legal review

4) data subjects’ participation
e Documentation of the DPIA process
(planning & preparation, conduct,
results), including participatory formats
e DPIA results (texts, tables, diagrams)

5.6 Monitoring

The SA monitors whether the identification and assessment of the risks as well as the measures envisaged
to address these risks remain appropriate over time and against the backdrop of changing contexts,
technological progress, and social development.

Proof / Evidence Assessment methods
e Periodic review specification e Formal document check
e Review documentation e Audit (org): Interview with DPO
e Random sample after 1 year
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6. Legal basis according to the GDPR

Requirement in a nutshell:

The SA specifies a legal basis for each purpose of processing.

If the legal basis is the consent of the data subjects pursuant to Article 6(1)(a) GDPR, the SA provides a
mechanism to allow the withdrawal of consent.

Relevant legal norms:
Art. 4 (11), Art. 6 (1)(a), Art. 7, Art. 12, Art. 13, Art. 22 (2)(c), Art. 44 ff., Art. 25 (1), Art. 5 (2) GDPR
Specific criteria

The SA specifies, for each purpose of processing, one of the legal bases listed in Article 6(1) GDPR,
unless a more specific statutory legal basis is applicable:

informed consent of the data subjects, particularly patients;

performance of a contract or steps taken prior to entering into a contract;

compliance with a legal obligation to which the controller is subject;

protection of the vital interests of the data subjects;

necessity for the performance of a task carried out in the public interest or in the exercise of
official authority vested in the controller;

e necessity for the purposes of the legitimate interests pursued by the controller or a third party,
provided that such interests are not overridden by the interests or fundamental rights and
freedoms of the data subjects requiring the protection of personal data.

If the legal basis is the consent of the data subjects pursuant to Article 6(1)(a) GDPR, the SA provides an
explicit overview of the benefits and risks associated with the processing to the data subjects as well as an
easy-to-use mechanism to allow the withdrawal of consent.

If the legal basis is the performance of a contract pursuant to Article 6(1)(b) GDPR, the SA ensures that
the contract contains an explicit clause outlining the processing and its purposes, its associated benefits
and risks as well as where to find additional information.

If the legal basis is the legitimate interests pursuant to Article 6(1)(f) GDPR, the SA ensures that those
interests are limited to the purposes specified in chapter 1 of this scheme.

6.2 Data protection by design

The SA has implemented adequate procedures and methods to ensure that the data subjects are not
overburdened with decisions for which they lack a sufhcient basis for decision-making. This means, in
particular, that the controllers shall not shift their responsibility for the risks to fundamental rights and
freedoms, as well as their mitigation, onto the data subjects.

Proof / Evidence Assessment methods
e Data protection concept e Formal document check
e Data protection impact assessment o Legal review
documentation

e Record of processing activities
e Separate listing of data protection
requirements
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6.3 Transparency

The SA has implemented adequate measures to ensure that the information to the data subjects

concerning the processing and its legal basis, including the information required in connection with
specific legal bases, is in a concise, transparent, intelligible and easily accessible form, using clear and
plain language, and enables data subjects to easily derive and/or understand the risks associated with the

processing

Proof / Evidence

Assessment methods

If applicable,

informed consent form within the
treatment contract, or

information on data processing within
the treatment contract

In addition:

Information in the general terms and
conditions

Separate information on data storage
period and data transfer

Specification of the legal basis in the data
protection policy

Explicit and publicly available
presentation of the balancing of interests
Risk derivation and understanding
assessment, if possible, including user
testing results

e Formal document check
e Legal review
e Readability assessment

6.4 Documentation

The SA has implemented measures to document:

the rationale behind the particular selection of the legal basis in contrast to other options

available,

the information provided to data subjects concerning the legal basis of the processing, including,

if applicable, the informed consent form,

the specification, planning, conduct and results of the risk derivation and understanding

assessment, including, if applicable, user testing results, and,
if the legal basis is the consent of the data subjects pursuant to Article 6(1)(a) GDPR, the

withdrawal of consent by data subjects.

Proof / Evidence

Assessment methods

Record of processing activities
Justification of the selection of the
specific legal basis

Risk derivation and understanding
assessment, if possible, including user
testing results

Withdrawal of consent documentation

(if applicable)

e Formal document check
e Legal review
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6.5 Monitoring

The SA has implemented measures to ensure that the processing complies with the specific requirements

stipulated by the particular legal basis.

The SA has implemented measures to ensure the periodic review and, if necessary, revision of the

information provided to data subjects.

Proof / Evidence

Assessment methods

e Periodic review specification
e Review documentation
e Random sample after 1 year

e Formal document check
o Legal review
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7. Transparency

Requirement in a nutshell:
The SA fulfils all transparency requirements.

Relevant legal norms:
Art. 12, Art. 13, Art. 5 (1)(a), Art. 5 (2), Art. 24 (1) GDPR Specific criteria

7.1 Information according to Art. 14 GDPR

For the training of the prediction model, where personal data have not been obtained directly from the
data subject, the SA is not obliged to provide the data subject with in-depth information, for this would
prove impossible or involve a disproportionate effort according to Art. 14 (5)(b) GDPR.
In this stance, the SA has implemented processes to protect the data subject’s rights and freedoms and
legitimate interests, including providing public information, e.g. on the project’s website, about:
e the identity and the contact details of the SA;
the purposes of the processing for which the personal data are intended;
the legal basis for the processing;
the categories of personal data concerned;
the period for which the personal data will be stored;
the legitimate interests pursued by the controller;

the existence of the right to request from the controller access to and rectification or erasure of
personal data or restriction of processing concerning the data subject;

the existence of the right to object to processing as well as the right to data portability;

the existence of the right to withdraw consent at any time;

the existence of the right to lodge a complaint with a supervisory authority;

from which source the personal data originate;

the non-existence of automated decision-making.

7.2 Information according to Art. 13 GDPR

For the usage of the prediction model, where personal data have been collected directly from the data
subject, the SA has implemented processes to provide the data subject at the moment of data collection
with the following information:

the identity and the contact details of the SA;

if applicable, the identity and the contact details of the controller's representative;

the purposes of the processing for which the personal data are intended;

the consent of the data subjects as the legal basis for the processing according to the treatment
contract;

the recipients or categories of recipients of the personal data,

the storage duration, or if that is not possible, the criteria used to determine that period;

the existence of the right to request from the controller access to personal data;

the existence of the right to rectification or erasure of personal data;

the existence of the right to restriction of processing personal data;

the existence of the right to object to processing;

the existence of the right to data portability;

if applicable, the existence of the right to withdraw consent at any time, without affecting the

lawfulness of processing based on consent before its withdrawal;

the existence of the right to lodge a complaint with a supervisory authority;
if applicable, whether the data subject is obliged to provide the personal data and information
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about the possible consequences of failure to provide such data;

e the fact that automated decision-making in accordance with Article 22 of the GDPR through
purely technical means is not intended for the purposes of processing and will not be applied in
accordance with the principle of purpose limitation;

e all risks (and potentially benefits) to the exercise of fundamental rights of the data subjects which
result from the processing of personal data for the respective purposes (see 5. DPIA).

If the SA collects and processes personal data for additional purposes for which it does not receive
certification under this scheme, the SA clearly and visibly separates and demarcates the certified
purposes from non-certified purposes when acquiring the users’ consent for these purposes.

Remark:

In case the controller intends to further process the personal data for a purpose other than for which it
was collected, the controller provides the data subject with all relevant information on that other
purpose as referred to above. This informational duty applies irrespective of the legality of such
purpose changes.

However, all purpose changes of this kind already fall out of scope of this scheme.

7.3 Data protection by design (transparent information)

The SA has implemented measures to provide each data subject, in particular patients, with all necessary
information according to Art. 13 GDPR (as listed above).

Proof / Evidence Assessment methods

Formal document check
Legal review
Readability assessment
Audit (org)

e Data protection policy

e Public website in various languages with
all information listed in chapter 7.1

e Detailed legal information sheet in
various languages with all necessary
information according to Art. 13 GDPR
(as listed in chapter 7.2)

e Detailed verbal patient instruction
containing all necessary information
according to Art. 13 GDPR (as listed in
chapter 7.2)

7.4 Documentation

The SA documents fulfilment of all transparency requirements at hand:

Proof/ Evidence Assessment methods
e Assessment of the burden of providing e Formal document check
the information to the data subject versus e Legal review
the impact on and consequences for the e Audit (org): interview with employees

data subject if the data subject remains
deprived of the information

e Documentation of provided legal
information via sheets (text, tables) and
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time of information

e Documentation of provided information
via verbal patient instruction (text, tables)
and time of information

7.5 Monitoring

The SA monitors compliance with the transparency requirements at hand:

Proof / Evidence

Assessment methods

e Periodic review
e Review documentation
e Random sample after 1 year

e Formal document check
o Legal review
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8. Data subject rights

Requirement in a nutshell:
The SA guarantees the data subject’s rights.

Relevant norms:
Art. 12, Art. 15, Art. 16, Art. 17, Are. 18, Are. 19 (1), Art. 20, Are. 21, Are. 11, Are. 24 (1), Are. 25 (1),
Art. 89 (2)(3), Art. 5, Art. 7 (3) GDPR General criteria

8.1 Facilitation of data subject rights

The SA has implemented measures to ensure that it is as convenient as possible for the data subjects to
exercise their rights.

The SA provides multiple ways for data subjects to exercise their rights, both analog and digital, such as:

e paper-based or electronic forms and templates to be filled by data subjects to exercise one or
several data subject’s rights;

e one-click solutions (e.g., on the project’s or partner institutions’ websites) or barcodes (e.g., on
paper handouts) for direct access to options to exercise rights; or

e points of contact on site.

Proof / Evidence Assessment methods
e Literature review wrt the state of the art e Formal document check
on enabling and facilitating the exercise o Legal review
of data subjects’ rights e Audit (org): Interview with DPO
e Eventually updated documentation
e User tests
e Random sample after 1 year

8.2 Right of access (Art. 15 GDPR)

The SA has implemented measures to provide data subjects with confirmation as to whether or not
personal data concerning them are being processed upon their request. Where that is the case, the SA
provides information about the data subject’s personal data and the following information listed in Art.
15 para. 1 lit. a) - h) GDPR:

the purposes of the processing;

the categories of personal data concerned;

the recipients or categories of recipient to whom the personal data have been or will be
disclosed, in particular recipients in third countries or international organisations;

e where possible, the envisaged period for which the personal data will be stored, or, if not
possible, the criteria used to determine that period;

o the existence of the right to request from the controller rectification or erasure of personal data
or restriction of processing of personal data concerning the data subject or to object to such
processing;
the right to lodge a complaint with a supervisory authority;
where the personal data are not collected from the data subject, any available information as to
their source;
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8.3 Right to rectification (Art. 16 GDPR)

The SA has implemented measures to rectify inaccurate personal data concerning data subjects without
undue delay upon request of the data subject. The SA has implemented measures to complete incomplete
personal data concerning the data subject upon request of the data subject, taking into account the
purposes of the processing, including by means of providing a supplementary statement.

8.4 Right to erasure (‘right to be forgotten™) (Art. 17 GDPR)

The SA has implemented measures to erase personal data concerning the data subject without undue
delay upon request of the data subject. In particular, the SA erases personal data if the data subject
withdraws their consent or if one of the reasons listed in Art. 17 para. 1 lit. a) - f) GDPR applies:

e the personal data are no longer necessary in relation to the purposes for which they were
collected or otherwise processed;

e the data subject withdraws consent on which the processing is based according to point (a) of
Article 6(1), or point (a) of Article 9(2), and where there is no other legal ground for the
processing;

e the data subject objects to the processing pursuant to Article 21(1) and there are no overriding
legitimate grounds for the processing, or the data subject objects to the processing pursuant to
Article 21(2);
the personal data have been unlawfully processed;
the personal data have to be erased for compliance with a legal obligation in Union or Member
State law to which the controller is subject;

e the personal data have been collected in relation to the offer of information society services
referred to in Article 8(1).

8.5 Right to restriction of processing (Art. 18 GDPR)

The SA has implemented measures to restrict processing if one of the conditions listed in Art. 18 para. 1
lit. a) - d) applies:
e the accuracy of the personal data is contested by the data subject, for a period enabling the
controller to verify the accuracy of the personal data;
o the processing is unlawful and the data subject opposes the erasure of the personal data and
requests the restriction of their use instead;
e the controller no longer needs the personal data for the purposes of the processing, but they are
required by the data subject for the establishment, exercise or defence of legal claims;
e the data subject has objected to processing pursuant to Article 21(1) pending the verification
whether the legitimate grounds of the controller override those of the data subject.

8.6 Right to object (Art. 21 GDPR)

If the processing of personal data is based on Art. 6 para. 1 lit. €) or f) GDPR, the SA has implemented
measures to stop processing after the data subject has lodged an objection based on grounds relating to
his or her particular situation. This does not apply if the SA can demonstrate compelling legitimate
grounds for the processing which override the interests, rights and freedoms of the data subject or if the
processing serves the establishment, exercise or defense of legal claims.

However, if the processing of personal data is carried out on the basis of Art. 6 para. 1 lit. a) to d) GDPR,
the data subject has no right to object pursuant to Art. 21 GDPR.
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8.7 Right to withdraw consent (Art. 7 (3) GDPR)

The SA has implemented measures to ensure the data subject’s right to withdraw their consent at any
time. The SA ensures that the withdrawal of consent does not affect the lawfulness of processing based
on consent before its withdrawal. Prior to giving consent, the SA informs the data subject thereof. The
SA ensures that it is as easy to withdraw as to give consent.
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9. Data minimisation

Requirement in a nutshell:
The SA only processes personal data to an extent necessary to achieve the specific purposes.

Relevant legal norms:
Art. 2 (1), Art. 4 (1), Are. 5 (1)(c), (e), Art. 24 (1), Art. 25 (1), Art. 5 (2) GDPR  General criteria

9.1 Processes to assess the data minimisation principle

The SA has implemented measures to assess whether it only processes personal data that is adequate,
relevant and limited to what is necessary for achieving the intended specific purposes (see 4. Purpose
specification and limitation with respect to its processing operation).*

This assessment includes:

e an evaluation of whether processing personal data is necessary in the first place. In this
assessment, the SA verifies whether the specific purposes can be achieved by processing less, only
aggregated or no personal data at all.”’

e an evaluation to what degree the data subject needs to be identifiable in order to achieve the
specific purposes. In this assessment, the SA assesses whether it can achieve the intended
purposes also by only processing pseudonymised or anonymised data and if so, determines the
earliest point in time when pseudonymisation or anonymising personal data is feasible.” (see also
9.2 Data protection by design)

9.2 Data protection by design

The SA has implemented effective measures to delete all identifiers and/or raw data as soon as
identification is no longer needed and/or the processing of aggregated data is sufhcient.”

The SA has implemented effective measures to make personal data and/or identifiers accessible only to a
minimal number of people which are sufhciently trained and informed about securely handling the data
(access and authorisation concept).

The SA has implemented effective measures to pseudonymise and/or anonymise datasets, using state of
the art methods.”

Proof / Evidence Assessment methods
e Data flow diagram e Formal document check
e Data minimisation concept, incl. e Legal and technical review
o access and authorisation concept e Audit (org): interview with DPO

o pseudo-/anonymisation concept
o synthetic data concept
e  On request: access to IT system

%6 See EDPB, Guidelines 4/2019 on Article 25 Data Protection by Design and by Default, Version 2.0, 73.
7 See EDPB, Guidelines 4/2019 on Article 25 Data Protection by Design and by Default, Version 2.0, 74.
28 See EDPB, Guidelines 4/2019 on Article 25 Data Protection by Design and by Default, Version 2.0, 75.
2 See EDPB, Guidelines 4/2019 on Article 25 Data Protection by Design and by Default, Version 2.0, 75.
%0 See EDPB, Guidelines 4/2019 on Article 25 Data Protection by Design and by Default, Version 2.0, 21.
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9.3 Documentation

The SA has implemented measures to document these assessments and implemented measures (see 2.
Documentation).

Proof / Evidence Assessment methods
e Deletion protocol e Formal document check
e  Access and authorisation protocol e Legal and technical review
e Pseudo-/anonymisation protocol e Audit (org): Interview with DPO
e Synthetisation protocol

9.4 Monitoring

The SA has implemented measures to detect changes of the state of the art in data minimisation.

Proof / Evidence Assessment methods
e Literature review e Formal document check
e Eventually updated documentation e Legal and technical review
e Random sample after 1 year e Audit (org): Interview with DPO
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10. Storage limitation

Requirement in a nutshell:
Personal data is only stored for as long as it is necessary to fulfil the purpose for which it was collected.

Relevant norms:

Art. 5 (1)(e), Art. 13 (2)(a), Art. 24 (1), Art. 35, Art. 25 (1), Are. 30 (1)(f), Art. 89 (1)(1), Art. 5 (2), Art. 4

(1) GDPR* General criteria

10.1 Retention period

The SA has implemented measures to limit the storage of personal data for no longer than is necessary
for the purposes for which the personal data are processed.

The SA has specified clearly and transparently the retention period or the deletion conditions.

The SA has implemented mechanisms to ensure that the data used for the training is deleted from the
project by the end of the training at the latest.

10.2 Erasure of personal data

The SA has implemented measures to ensure that the data is deleted as specified and the deletion is
documented.

The SA has specified clearly and transparently:
e when the data will be deleted;
e what deletion mechanism or methods will be used;
e who is responsible for deleting the data or for configuring an automated deletion mechanism;
and
e how the deletion will be documented.
(see alternatively below: 10.3 Anonymisation of personal data)

Proof / Evidence Assessment methods
e Deletion concept e Formal document check
e Deletion protocol o Legal review
e  Access and authorisation protocol

10.3 Anonymisation of personal data

The SA has implemented measures to ensure that the personal data is pseudonymised or anonymised at

the earliest possible date and according to the state of the art, and the pseudonymisation or
anonymisation is documented.

The SA has specified clearly and transparently:
e when the data will be pseudonymised or anonymised;
e what pseudonymisation or anonymisation methods will be used;
e  what metrics and/or threshold values will be used to assess the quality of the achieved

31 Baustein 60 ,Loschen und Vernichten® V1.0a, SDM V2.0, September 2, 2020.
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pseudonymisation or anonymisation;
who is responsible for pseudonymising or anonymising the data; and
how the pseudonymisation or anonymisation will be documented.

The SA has implemented measures to ensure that the synthetisation of data is done with an adequate

generator model trained on pseudonymised or anonymised data, both according to the state of the art,
and the synthetisation is documented.

The SA has specified clearly and transparently:

with what methods the generator model is trained;

how the quality of the generator model is assessed;

what methods, metrics and/or threshold values will be used to assess the quality of the achieved
anonymity of the synthetic data;

who is responsible for model training and data synthetisation; and

how the model training and data synthetisation will be documented.

(see alternatively above: 10.2 Erasure of personal data)

Proof / Evidence Assessment methods
e Pseudo-/anonymisation concept e Formal document check
e Synthetisation concept o Legal review
e Pseudo-/anonymisation protocol
e Synthetisation protocol
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11. Third country transfer

Requirement in a nutshell:
The SA fulfils all third country transfer requirements.

Relevant legal norms:
Art. 44, Art. 45, Art. 46, Art. 47, Art. 49, Are. 13 (1)(8), Art. 30 (1)(e), Art. 4 (1) GDPR
General criteria

No third country transfer

The SA does not transmit personal data to third countries or international organisations.

The SA regards data transmissions as third country transfers, if the receiving part and the SA are part of a
group of undertakings and the group or the receiving part is located in a third country.”

Any country that is not a member of the European Union (EU) or European Economic Area (EEA) is
regarded as a third country.”

32 See Recital 48 (2) GDPR.
** See Decision No. 154/2018 of the EEA Joint Committee 6.7.2018 (ABL. 2018 L 183, ABLEU Year 2018 L Heft 183)
Page 23, which incorporated the GDPR into the EEA Agreement.
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12. Data Breach

Requirement in a nutshell:
The SA manages data breaches in conformance with the GDPR.

Relevant norms:
Art. 33, Art. 34, Art. 38(1), Art. 25 (1), Art. 12 (1), Art. 24 (1) GDPR General Criteria

12.1 Contact point

The SA has defined a responsible contact point to collect and assess potential data breach events.
The SA has implemented processes to report data breaches to the designated contact point.

12.2 Processes to assess data breaches (Art. 33 (1)(1) GDPR)

The SA has implemented processes to identify occurring data beaches and assess whether it is likely to
result in a (high) risk to the rights and freedoms of natural persons.

This process takes into account™:
e the type of breach;
the nature, sensitivity, and volume of personal data;
ease of identification of individuals;
severity of consequences for individuals;
special characteristics of the individual;
special characteristics of the data controller;
the number of affected individuals.

12.3 Notification and transparent information of the national supervisory authority (Art. 33

(1) GDPR)

The SA has implemented processes to inform the national supervisory authority and the CAB about an

occurring data breach without undue delay, providing at least the following information (Art. 33 (3)
GDPR):

e adescription of the nature of the personal data breach including where possible, the categories

and approximate number of data subjects concerned and the categories and approximate number

of personal data records concerned,

e the name and contact details of the data protection ofhicer or other contact point where more
information can be obtained,
the likely consequences of the personal data breach,
the measure taken or proposed to be taken by the SA to address the personal data breach,
including, where appropriate, measures to mitigate its possible adverse effects.

In case the SA has not yet acquired all necessary information, it makes sure to at least notify the national
supervisory authority about an occurring data breach without undue delay and, where feasible, no later

than 72 hours after becoming aware of the personal data breach. The notification contains reasons for the

delay, in case the notification is not made within 72 hours.

** See Art. 29 Data Protection Working Party, Guideline on Personal data breach notification under Regulation
2016/679, WP250 rev.01, page 25-26.
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12.4 Data Protection by Design

The SA has implemented effective measures to confirm with the requirements imposed in 12.1 - 12.3.
The SA has specified a concept concerning the reaction on a data breach that contains at least the
following items:
e the conditions under which the contact point is to be informed by any project member or
employee of the suspicion that a data breach has occurred;

e who is to be informed when about what (see 12.2), including the DPO (Art. 38 (1) GDPR)*;
e who is to be included in assessment and decision-making processes (see 12.2);
e who is to inform the supervisory authority (see 12.3);
e who is to inform the data subjects (see 12.6);
e what is to be documented when and by whom (see 12.5).
Proof / Evidence Assessment methods
e Data breach reaction concept e Formal document check
e Data breach DPO consultation concept e Legal review
e Data breach notification form e Interview with employee
e Data subject notification form

12.5 Documentation

The SA has implemented processes to document any personal data breaches, including all relevant facts
relating to the personal data breach, its effects and the remedial action taken (Art. 33 (5) GDPR).

The SA has implemented measures to document its reasoning for the decisions taken in response to a

breach.

Proof / Evidence Assessment methods
e Data breach assessment protocol e Formal document check
e Ifapplicable, data breach DPO o Legal review

consultation protocol
e Ifapplicable, data breach notification
protocol

12.6 Notification and transparent information of the data subject (Art. 34 (1) GDPR)

The SA has implemented measures to effectively inform data subjects about data breaches concerning
them without undue delay.

The SA provides at least the following information (Art. 34 (3) in conjunction with Art. 33 (3)(b),(c),(d)
GDPR):
e the name and contact details of the data protection ofhicer or other contact point where more
information can be obtained,
the likely consequences of the personal data breach,
the measure taken or proposed to be taken by the SA to address the personal data breach,

*3 See Art. 29 Data Protection Working Party, Guidelines on Data Protection Officers (DPOs’), WP243 rev.01, 14.
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including, where appropriate, measures to mitigate its possible adverse effects.

In case the SA has not yet acquired all necessary information, it makes sure to at least notify data subjects
about an occurring data breach.

The information is provided to the data subject in a way consistent with the requirements of transparent
information (see 7. Transparency).
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13. IT Security

Requirement in a nutshell:
The SA ensures a level of security appropriate to the risks caused by the processing of personal data to
fundamental rights of data subjects.

Relevant norms:
Art. 32, Art. 30 (1)(g), Art. 24 (1), Art. 5 (2) GDPR General Criteria

13.1 Processes to assess the risks to fundamental rights of the data subject

The SA has implemented processes to assess the risks to fundamental rights of the data subject that result
from the processing of personal data for the specified purposes (see 4. Purpose specification and limitation
with respect to its processing operation) and by conducting the specified processing operations (see 4.
Purpose specification and limitation with respect to its processing operation) according to this scheme.
For the implementation of such risk assessment (see 5. Data protection (risk and) impact assessment).

The SA has implemented processes to determine an appropriate level of security to mitigate these risks.

13.2 Data protection by design

The SA has implemented effective technical and organisational measures to ensure a respective level of
security, including
1. pseudonymisation and encryption of personal data;
2. limiting access to personal data and identifiers to qualified personnel by assigning tasks, roles,
responsibilities, competencies and access rights to its employees,
3. introducing confidentiality requirements and non disclosure agreements to those employees
4. ensuring the ongoing confidentiality, integrity, availability and resilience of processing systems
and services;
5. the ability to restore the availability and access to personal data in a timely manner in the event
of a physical or technical incident by providing backups;
6. a process for regularly testing, assessing and evaluating the effectiveness of technical and
organisational measures for ensuring the security of the processing.

Proof / Evidence Assessment methods
e [T security concept e Formal document check
e Pseudo-/anonymisation concept o Legal review
e Synthetisation concept e Audit (org.)
e Concept for access and entry restriction

to buildings and rooms in which
personal data is stored

e Role and authorization concept for
electronic data access with differentiation
between read and write rights

e Data storage concept

e Restart & recovery concept

13.3 Documentation

The SA documents (see 2. Documentation)
o all assessments and decisions performed for determining an appropriate level of security
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e all technical and organisational measures implemented to ensure this level of security (Art. 30

(1)(g) GDPR)

e the performance and effectiveness of the implemented measures and processes.™

If the SA deviates from the state of the art (to the detriment of data subjects), it must document the
reasons for doing so, especially referring to the cost of implementation.

Proof / Evidence

Assessment methods

e Pseudo-/anonymisation protocol

e Synthetisation protocol

e Conhdentiality and non disclosure
agreements

e Employee data protection training
certificates / protocols

e Record of processing activities

e Data access protocol

e Ifapplicable, restart & recovery protocol

e Formal document check
o Legal review
e Audit (org.)

13.4 Monitoring

The SA has implemented processes to test, assess and evaluate on a regular basis the effectiveness of the

technical and organisational measures.”

The SA has implemented measures to take into account any changes of the following factors that are

likely to affect the effectiveness of the processes described above:

e changes of risks or risk levels, e.g. due to new developments in the IT security field,

changes of the scope, context and purposes of the processing activities,

[ ]
e changes in the applicable regulatory framework
°

and changes of the responsibilities and functions affecting the processing activities.

Proof / Evidence

Assessment methods

Eventually updated concepts
Eventually updated documentation
Random sample after 1 year

Time stamps

Version history

e Formal document check
o Legal review
e Audit (org.)

36 See BSI, ISMS.1 Sicherheitsmanagement, ISMS.1.A13 Dokumentation des Sicherheitsprozesses (S).
*” See BSI, ISMS.1 Sicherheitsmanagement, ISMS.1.A11 Aufrechterhaltung der Informationssicherheit (S).
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14. Data protection by design

Requirement in a nutshell:
The SA has implemented appropriate technical and organisational measures.

Relevant norms:
Art. 25 (1) GDPR General Criteria

Processes to specify the technical and organisational measures

The SA has implemented processes to specify the appropriate technical and organisational measures to
implement data-protection principles effectively and to integrate the necessary safeguards into the
processing in order to meet the requirements of the GDPR and protect the rights of data subjects. This
specification takes into account:

e the state of the art;

o the cost of implementation;

e the nature, scope, context and purposes of the processing;

e the risks of varying likelihood and severity for rights and freedoms of natural persons posed by

the processing (see 5. Data protection impact assessment).

Remark:

The implementation of effective measures to implement the data protection principles are in this
scheme assessed already for each criteria individually. The function of this criteria thus serves as an
overall assessment, whether the entirety of technical and organisational protection measures effectively
decrease the risks to fundamental rights of data subjects.

Due to the vague and normative character of this cross-criteria assessment, empirical methods in this
case are not suited as proof to determine the “overall” effectiveness of the technical and organisational
system. The assessment is thus limited to identifying protection gaps, which might remain despite
effective data protection by design regarding each individual criteria.

The benchmark for this review of protection gaps is that, as a result of the processing of personal data,
no further risks may be caused to the fundamental rights of the data subject compared to those
specified in the scope®. All remaining risks must also be effectively controlled with technical and
organisational measures.

The SA specifies these measures already at the time of determining the means for processing and latest at
the time of the processing itself (Art. 25 (1) GDPR).

The SA has implemented measures to ensure that all processing operations that are not covered by the
DPIA (see chapter 5), are:

e listed and documented;

e assessed regarding the risks they pose;

e have their risks covered by measures taken or envisaged.

Proof / Evidence Assessment methods

e Ifapplicable, the list of all processing e Formal document check

38 see |. Scope.

HIIG DISCUSSION PAPER SERIES - 2026-02

52



CERTIFICATION PROGRAM FOR PROCESSING PERSONAL DATA IN THE CONTEXT OF PREDICTION SYSTEMS IN HEALTH CARE

operations that are not covered by the
DPIA

e Ifapplicable, risk assessments with
associated protection measures

Interview with DPO
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